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FAOESEE | S HFIBAHRES(ECC)ZERLIOD

ECCIZ. RSALRIFULDR LM ZRBANNELRERTREL., BNV ERER LZH -5 LE LT,
chid, DEEZKRDIHFHERE LTORVIDOKR I BHIFZEET L7,

X aUFoWBE (Security vs. Key Size) HMEEADT /N7 b (Performance Impact)
128-bit Security Level (2030F LA pEDIEEE) TLSH—N—-08BgH (VIITXMF)

AMEhFRPES X, BUABELE (For-
ward Secrecy) Z{EEELEDRFILT
1B LIE. BAVREEEZERLESE
| BHSIRETREICLF LT

RSA: 3072 bits

ECC: 256 bits

DHE-RSA RSA-RSA ECDHE-ECDSA
(IHRDForward (Forward (ECCIC & B Forward
Secrecy) Secrecy#t L) Secrecy)
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Core Threat: Shor's Algorithm (> 37077V X L) Immediate Urgency: "Harvest Now, Decrypt Later" Attack
ABELEF IV —2E. REYS R CRBXIHE—E% COWELFTIATHE., BERSBEESLIN:-T—4%2%
ZHABHE TR CENTEXY, INEE - RIFL. FBROICEF IV Ea—2hFIBRIEEICE >
ChICED. RSALECCZEBD. BELCERINTVIARM  KENRTHERLET,

BIES S AT LOREENBREDSEBINET, RIBNLEMEUBEL T3T7—2ICL>T. BFOERI

FRORBE] TGS REDURY) T,
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I BBORETR] : NISTICL STHEFIESORELTOER

A Multi-Year Global Effort (S IChH -2 1 RBILEND ) v
AEIEAZERATRZPA(NIST)IE, BFIVE21—2ICELBREICTHZ S B3 LW } R 2@% 3 S ¢
NHRES7IL AV XLERELT S0, 2016FIc2F =zl E£z LT 9 V!
HRPOESHRIZ A ZTsHE2ML. BV RICh-2 B2 E 21D . ¢
‘ﬁbﬂi L-le:a @ "

Process Timeline & Key Milestones (7Ot ADRZA LAV EFERTILA M=)

2016 2017 2019 2020 2022 2024
N 69 177 > Fi&H 26 257 FIRH 7 BN & 8 CEHEH BREARDEE BADRETED/AR
(Call for Proposals) (First Round Candidates) (Second Round Candidates)  (Finalists & Alternates) (Initial Selections) (Release of Initial Final

Standards)

The Result: A New Foundation (R : $h7-54 B 4E)
20244E8H. NISTIRBAID3DDOMBFRSIZLEE BRI LTABLE LT

</> FIPS 203 </> FIPS 204 </> FIPS 205

L —— 381 ————— - | — ___— 381

——-| (ML-KEM /Kyber) ——-| (ML-DSA/ Dilithium) ——-| (SLH-DSA/SPHINCS+)
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FIPS 203: ML-KEM (CRYSTALS-Kyber)

FIPS 203

B o Mt milert Mo s, Dlrds ndh o
Maodule-Lattice-Based
Key-Encapsulation Mechanism Standard

g e foarie Edirringen Diarmners

.............

o FiE: O 7EIEXH =X L (Key Encapsulation
Mechanism - KEM)

s TERIMBEFVYRINEZHEIUTH-OHDREFICERE
chXxd, (BaEhs#E Diffie-Hellman #1 ECDH.)

o EPAYESE: Module Learning With Errors (MLWE)
o TRFM: BRABTTY b7+ —LTRIFLEREZ R
BLET,

. CRYSTALS-Kyber & Dilithium

FIPS 204: ML-DSA (CRYSTALS-Dilithium)

FIF5 204

Fatiod nfa e [ a—

Module-Lattice-Based Digital
Signature Standard

Twtmnkagry 1 piepiagty

|||||||||||||||||

S e

e A TURINBRATIIVIL

s T—RNDTEM R ZRIAT R -OICFERATNE
J, (BEINSHHE O RSA #1 ECDSA.)

o MFMHELE: Fiat-Shamir with Lattices

o TLNFE: BiFtigEr . AN LR ARIR - B
21X %=HFE. RENBRT7 SV r—2avilEL
Gk
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IcBE bL—FZA7 (1) ZFE : PQCERAIIESIFER

MEFEADOBITIE. BT LHAEREDERZEKL A, ML- DSA(Dlhthlum)tzt %<M1—2R
/r— X TECDSAYRSAZ ZE T 24Tz~ LE T,

E4H L URIIOFRINIEEES (Operations per Second for Signing and Verification)

5M
m 4 (Sign)
w FREE (Verlfy}
o ML DSADIREEEEIFHEE T IL T XLy
S $Dﬁ fEmRTHDH. BLRIANBRHT S
oy STV ATREILGHRERDET, )
O e 3M N
g S
v
& S
e 2M -
o I
O
@
- 1M 4
RSA-3072 ECDSA P256 ML-DSA-44 ML-DSA-65 ML-DSA-87
(Dilithium2) (Dilithium3) (Dilithium5)
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I L—=FRZA7 (2) Y1 X | BLERADEXRD I LFREZED

MEFBSORAONL—RATIE. T—2H 1M XOKBERIENTY, chlERy bT7—2
ZORJILRCAMLL—ICEENGEEZ5EZ £,

LAY X Ls EE2UF4 LA N &5 (PK + Sig)

ECDSA-P256 Classical-128 64 bytes 256 bytes 320 bytes
ML-DSA-44 (Dilithium2) PQC Category 2 1312 bytes 2420 bytes 3732 bytes
LESR ~20f& (x20) ~9.5% (x9.5)  ~11.5{& (x11.5)

&5t: 3732 bytes

ECDSAX LE8 L T. ML-DSA®D £4 (2420 B)
NRBCERODSTT I XIE
TOVSLLA (=raiNL. =5,

BEt: 320 bytes
E% (256 B)

"%k (64 B)
ECDSA-P256 ML-DSA-44
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ZOFRJIADEE . PQCHOTLSN\ RO T 19 ESERDD

PQCOREIIFAZDH 1 XX, TLSDESHB LA T oIcE8ZRLE7ORNLICEERZER
BEZ. AR a VBN BIES B3 REMEDHD £

Classical Handshake (ECDSA) PQC Handshake (ML-DSA)
» - TLS 1.3 . 0 :“1? ‘ - TLS 1.3 - S ﬁ"
li li
clent ey vk . clent cPImEEY (Y E = SETE"
1’ 3
M p————— [ e———
X )]
. \ J
Total Data: ~1,248 bytes Total Data: ~14,724 bytes
—>» —>»
\ 4 v \ 4 \ /
TCPZNHAEE D r > K7 (~14,600 bytes) RICINE S TCPIIMBER VIV FoZ8ZX S
(Fits within the TCP Initial Congestion Window) (Exceeds the TCP Initial Congestion Window)

COEBICED. NYRYICIERTTREDICHSIEDRY hT—I59V K RY v 7(RTT) |
MBEELD, VI TR=DDRBAHDELS LS EelED'H D T T,

&1 NotebookLM



AEADER : BEST7IV) T4 ZERL. BRENGBITZETS

The Mandate (BUfFD A #t)

(4

.

FCICRIFAIREGRDIEM T B %

AKEEREZLEERE(NSM-10)&D : TEFU XTI DAEBS 220355

Brd3, |

National Security Memorandum on
Promoting United States Leadership in
Quantum Computing While Mitigating

Risks to Vulnerable Cryptographic

#170— F< w7 (Migration Roadmap)

1. 1 2~ FU{ERE (Create Inventory)

gt
=© Identify all systems and applications using O.lﬁ.‘P- fa%
' £ by
N  quantum-vulnerable cryptography. q.@b GOVERN .h;.
TAT 2 EBERIIT (Prioritize) 4
J R Assess risk based on data sensitivity and system '
/ \  criticality. Sl
o) Cybersecurity |
Gyrp 3. EHEILEf (Plan & Prepare) (') A e @
E;J Develop a migration strategy, engage vendors, " 9" q?
E@} and test new algorithms. 0 Q
© 4. 17 L #R5E (Migrate & Validate)
M Transition systems, potentially using hybrid DETECT
schemes as a bridge, and validate their operation.

i

Systems f

IOk, 77V75—>
S /L P\
917. 1275AT. BS
AFX—LZETFBRZ., Eo
SR -HICUELREEN

BE7IUT1IE. FRD
ES{Tza®@HDOEIZ
TRIRTBIHDEELD
F9,
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ig S DR T IIBELICIRE > TW B,
RaITHIIRIEHTIIL <. EElch B,

e Ll EFAVELA—RDBRN ST RINEEZRET

B1OIC. REIRBEBSBITICEALTUVET,

o T-TENISTIZZE I, B ANSIHEMEERRMELEFTH.

ZOREE LTTF—2H A IHKIBICHEML £ W
e TOHLWEL—FA7IE. 7OFINOBBELL. 12750 R

B, TLT7 IV r—2av0BRHEERTS. fifcle 5t 7= =

IVOZT7UVI toFEERRLET, Bl o =

BREIRICCICHD, BITDFALFIVIIEETNTVLET,
SC€. BIBOESA ARV M) ZIBEL., BITstEZRARI 5K T,
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